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About Tokens

FHLBank Pittsburgh is committed to the security of member information and transactions on our Bank4Banks
site and through the electronic funds transfer process. We have implemented the use of tokens, which are
industry-standard security for authentication, as an efficient method of user access verification for wire
transfer transactions and Bank4Banks site access.

This guide outlines the process for requesting a token and creating a personal identification number (PIN).
It also demonstrates how to use the self-service console to reset a personal identification number (PIN) or
request a replacement for a lost or damaged token.

For questions about the token or how to use it with Bank’s product and service, token users can call the
Bank’s Product Delivery Service Center at 800-288-3400, option 2.

The Bank4Banks site is a members-only secure website that allows authorized users to perform queries, execute transactions, view and print reports,
and access Bank information, such as loan rates.
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Initial Token Request

Bank4Banks Users

Before beginning, users should ensure that the computer(s) being used meets the following system
requirements needed to access and conduct business on Bank4Banks. Users that choose not to adhere to
them may not be able to log on to the site or access all of the functionality that their role allows.

Minimum Supported System Requirements

Browser Internet Explorer® 7 8, 9, 10 or 11 with the latest service packs installed
Operating System Microsoft® Windows® XP Vista, 7 or 8 (with the latest service pack)
Other Software Adobe® Reader® X or Xl to view and print Portable Document Format (PDF) files

Requesting aToken

Once a Bank4Banks account has been created, users will receive an email with their User ID. To request a
Bank4Banks token, click on the link provided in the email and follow the steps below:

[0 8 etpm /g dhlb-pahunetconaziz sefaznice D= @& © || @ af-Cervice Cansole - Home 3
Fle Edt Vew Fovorites Jooks Help
fii * B v O b v Pagev Sefetyv Took v @ JH O
Self-Sarvice Console
e Select the Request an Account
Welcome to the RS0 Salf-Service Console where you can perform token mairterance and troubleshostng basks link on the bottom left.
Lag On Support
Log on with your corparate credentials to request men tokens and manage exsting Trosbleshoot SecuelD token
tokens, N
e | o]
Furgat yeur user 107 Conkact your sdminstrstor.
Do you meed an acoount?
R i
- 2014 EMC rak:
a 1| & hetp et Ahlb-pghunet/console-seFsenic NewhcoountReguetdetaction-niPrefc D = @ & || & Solf-Service Cansole - Sign...

Eie [Edit Nwew Fpoorites Tools  Help

Fi» B -0 & ~ Bager ety - Took - @ PO
[EEDY seif-service console Change nothing on this page.
Simply click Next.

5 Sign Up - Your Profile

Seny SystemDomain

Copyrght £1354 - 2024 EWC Corporebion. AN figtis Rassrved.
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G@[ﬂ Fitess et hlb-pahunet conzzl e sefzenice Tebiemize Targat do

D - @ G| g st Serios Cansele-Sgn . % | | - ko

Fie [dt Yiew Fpeorites ook Help
Fii * @ ~ 1 dh = Bagev Safety~ Took~ @~ RO

Salf—Snrvim Console

a Sign Up

B YourProfile  Scourity Questions  User Group Membership  Review & Submit

* Required Field
Your Profile

Firzk Hame:z

[
Last Mame: [

User ID:

L
|

Email:

3 Help +

Copy the text from the Bank4Banks account
creation email and paste into the appropriate
fields. Then click Next.

——

- 2014

G@[ﬂ Fitpz de ot k- pahanet consse sebzanice SelfSenizeirpartes do

P+ @ C || @ sobsenice Console-Sgn | | Ak

Ele  Edit  Nwew Fpeorites  Tools  Help
Bi v B -0 & v Bagev Sfetyr Took - @ R

Salf-Sanrim Console

3 Sacurity Questions

B our Profile  * Secority Questions  User Group Membership  Review & Submit

& Help ~

Select and answer 5 security questions in the language that you choose. IF yau have treuble logging on, you can answer these questions to autherticate. Answers are not case sensitive.

* Required Field
Security Questions

Langusge: [English [Urited States] V|

1 * | Street you lived on as » teenager [do not indude rd., rosd, etc.) ]
7

] * [Full name of your samantaryprimary coheel |
7

LN * [First phona number e ramamBar (de not includs sea/int] codes] v |
1]

a; * [Mather's turth date (MM/DO/AYE ~]
| I

5 * [rather's birth date (MM/DG/TY) ~]

cancal | | e | (D)

Answer five security questions to be used to
verify identity when using the Bank4Banks
self-service console. Select any of the
available questions by clicking the drop-down
arrow. Then click Next.
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+ |GEE Ahik-pah. Foenvi iceido D - @ || g8 self-Service Consale - Sign... %
Ele [t Niew Fpeosites Jool: Help
Fi v B -0 sk v Bagew Sefetyr Took - - JB O

SlIf-Saniu Console

& SianUp (2 el
| B fourPofle Seousty Questions ¢ User Gromp Membership — Review & Submit

| User Group Membership
Usar Groups

Awailablbe:
FFHLBank Customers.

Change nothing on this page and
click Next.

Lo | £ beps/devet dhlb-pghnet/cansole-sefsenice SeffSemvicell da D - & G| satf-Senvice Consale - Sign ... ¥
Fie [t Yiew Fpoorites Tools  Help
fir v B O o v Bagew Saiety~ Took~ @ O

SlIi—SIrviu Console

j Sign Up & Help +
B Your Profile  Security Ouestions  Ussr Group Membership ¥ Review 8 Submit
| Please review the mformation you provided before you submit vour enrolment request,

Tdentity Source: Inbernal Dstabase
| Secunty Domain: SystemDoman
First Mome: John

Lask Mame: o=

doey

— : N Review the information and click
Submit Your Request.

| Security Questions.

Wou successfully answered all of the security guestions,

_Lbu'mpmnhiﬂlﬁ)

User Groups:
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=T e
a | 2 betps e dhlb-pahunet zansle-se Fren e SefSen e e do D - @ &[] @ cor-tenice Concole - Youe_ A kO
Ede [Edt View Fpeorites  Took  Help
Fi » B -1 o v Pager Sefety~ Took~ @ JE O
Salf—Servim Console
W Your Request Was Submitted (2 Help -

| ¥ew have suerershilly submitted 1 raquasts)
I

The token request has been successfully

T submitted. Close the browser or click the OK but-
T A T ton. An email will be sent confirming the request
LA T e has been submitted. A second email will be sent

LT once the token request is approved.

Copyrght £1994 - 2014 EMC Corporation. 4B Righes Resarved.

Creating a Personal Identification Number (PIN)
After the token is received, users have two options for creating a PIN:

e (o to the Bank4Banks login screen and enter the User ID in the User ID field. Then, in the field
below, enter only the token passcode (the six-digit numeric code on the front of the token). Users will
then automatically be asked to create a PIN.

e Use the self-service console by accessing the console link on the Bank4Banks login screen. Once on

the console homepage, log on to the account using the User ID and token passcode. Users will then
be prompted to create a PIN.

The PIN must be six to eight characters (alphanumeric) with no special characters.
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Users Executing Wire Transfers via Phone Only

Requesting aToken

Requests for users to be set up to execute wire transfers must be submitted to the Bank. The Bank will
perform applicable set-up processes and send the user an email with their User ID and information needed to
request a token. To request a token, click on the link provided and follow the steps below:

A ; S P 5 i
& llé btz (e hlb-pghnet conzsle sefaznice P~ @& || @ sat-sewice Cansole - Home > ok

Eie [Edit Yew Fpvorites Tools  Help

B8 -0 &- e s k- 0 BB

Self-Senrim Console

& Home Select the Request an Account
\:lelruMe to the RSA Self-Service Console where you can perform token mairterance and troubleshootng kasks. I I nk On the bOttom Ieft

Lag On Support

:::;E.w‘h your corporate redenbals to request mew tolens and manage exsting Troableshont SecuclD token

User 13 | | - ]

Fargat your user B07 Contact your admisstratce.

o you need an acooul
Bzguzst an scourk

- 2024 EMD rati

a"_ 1| hitpm fdeut Ahlb-pghaneticensole-sefsenice/ Newhecourtiequet dolaction-nifrefc D - @ G || £ Self-Service Cansole - Sign.. A kO

Eie [Edit Ywew Fpvorites Jools  Help

R el 8

[GELA self-service console Change nothing on this page.
Simply click Next.

& Sion Up - Your Profile

bt~ SystemDamain

Copyrghe: £1954 - 3024 EWC Corporabion. AN Righis Raserved.
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m}[a etpe deut lb-pgh.net conssle seFsenice el emvice Target da D - & C | 8 ot Service Cansole - Sgn... % | Vol i e

Fiz [t Yiew Fpeorites ool Help
Fii * @ ~ 1 dh = Bagev Safety~ Took~ @~ RO

Salf—Snrvim Console

3 Sign Up ) Help

B YourProfile  Scourity Questions  User Group Membership  Review & Submit

* Required Field
Your Profile

Firzk Hame:z

I
L
LastMame: " [

Copy the text from the Bank4Banks account
— creation email and paste into the appropriate

i o D) fields. Then click Next.
u Copyright 1984 - 2018 EWD Corparation. A8 Righes Asaned,

|

|

Uger 10 | |
s |

a@l? it el il A etin e it e P - 80 [ so-semice Consce - Sy . % | W&
Eie [Edit Nwew Fpeorites Toolz  Help
fit » B -1 # v Biger Sefeyr Took+ @ S

Salf—Sar\fim Console

& Security Questions & el -

B Your Profile  * Sccority Questions  User Group Membership  Revier & Submit

Select and answer 5 security questions in the language that yau choose. IF yau have treuble lagging on, you can answer these questions to autherticate. Answers are not c2se sensitive.

* Reguired rield
sewrllv_Queahms
Longunge: [ Englah (ited St 9]
1 * [Street vou lived on as  teenager [do not indude rd., rond, ste) ~]
[ i
= * [Full name of your dlamantary/primaryschost V]
— ] . . .
i o [ i el e e S T Answer five security questions to be used to
1 verify identity when using the Bank4Banks
L * [Mather's b v]

e self-service console. Select any of the
s * [Father' bk o (aloBAe] V] available questions by clicking the drop-down
[ arrow. Then click Next.

) (o) D
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Lol & hetps iewt fhib-pghunet/cansale-seFsemvice Seffievices.da D= @ G || 8 ouf-Sanvies Consale - Sign .. %
Fle Edt New Foorites ool Help
fiv B v O dh v Bugev Sefety~ Tooks~ @ J0 I

s-li—SIrviu Console

& Sianup 3 el +

| B YourProfile Secudite Ouestinns ¢ lser Group Membership  Revies & Submit

| User Group Membership
gar Grouipa

Awailable:
FHLBank Customers.

Change nothing on this page and
click Next.

Lo | £ beps/devet dhlb-pghnet/cansole-sefsenice SeffSemvicell da
Fie [dit View Fpoorites Tools  Help
i * B ~ 1 sk v Bage~w Safsty~ Toolw i JB O

SlIi—SIrviu Console

j Sign Up & Help +

D - & G| satf-Senvice Consale - Sign ... ¥

B Your Profle  Secusity Ouestions  Ussr Group Membership  * Review 8 Submit
| Please review the nformation you provided before you submi wour enrslment request,

Tdentity Source: Inbernal Dstabase

| Secunty Domain: SystemDoman

First Mome: John

Review the information and click
Submit Your Request.

Dioe

doey

| Security Questions.

Wou successfully answered all of the security guestions,

_Lbu'mpmnhiﬂlﬁ)

User Groups:
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1| @ betp et bl pah.net consale saFrenice TebSemvize e n do D~ i || @ sat-Serice Cansole - Yaur_
Fie [dt Vew Fgeorites ook Help
fii * B v O b v Pagev Sefetyv Took v @ JH O
Self-Sarvice Console

W Your Request Was Submitted

| Yeu have suecescully submicted 1 raguast{s]
|

Pending fequests

Enrollmert - Your confirmation 2 is1 OIHIIF

Tha Paliewing staps will nead ta take placa 36 your admMiNIEEratar Managea yeur raquest
1. Approva

Blagge print this page for vour reconds.

[E== ==

M &k 0

& Help +

Copyrght 1954 - 3014 EWC Corporation. AR Righes Feganved.

Creating a Personal Identification Number (PIN)

The token request has been successfully
submitted. Close the browser or click the OK
button. An email will be sent confirming the re-
quest has been submitted. A second email will
be sent once the token request is approved.

After the token is received, users can create a PIN by logging onto the self-service console through the
console link on the Bank4Banks log-in screen. Once on the console homepage, log into the account using the
User ID and token passcode (six-digit numeric code on the front of the token). Users will then be prompted to
create a PIN, which must be six to eight characters (alphanumeric) in length with no special characters.
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Using the Self-Service Console

Users that need assistance with their token can use the self-service console link on the Bank4Banks login
screen to reset a personal identification number (PIN) or request a replacement for a lost or damaged token.

Resetting a Personal Identification Number (PIN)

To access the self-service console to reset a PIN, click on the “Trouble logging in or using your token?” link on

Bank4Banks.com and follow the steps below:

= [=[ 3]

/= RSA Self-Service Console - Log on - Windows Internet Explorer
@:;;.‘ F I@, https:/farayace 1s. fhib-pgh.net: ?004}mnsole-1roj @ Certificate Error || || #4 | X I Bing

2=

File Edit View Favorites Tools Help

¢ Favorites | 5% 4 DepMgr 4 Entrust Certficate Manage... # | iSupport Desktop )4 MailGate # | Nortel My Callilot # Public Site & | Web Slice Gallery +
| % v B - ) = v Page~ Safety -

@ RSA Self-Service Console - Log on

3

Self-Service Console

-

Log on is required. If you have forgotten your logon information, contact your help desk or administrator.

Enter your User ID: |

Enter the User ID and click OK.

oK
Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,
-
< | B
[pone [ [ [ | |6 cocalintranet | Protected Mode: Off hv | Hi0% -
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L=
m} = |g, https:/farayace 1s. fhib-pgh.net: }‘004j'oonsole-1mj @ Certificate Error |E| |E| |z| I Bing |}J '|

File Edit Vew Favorites Tools Help

<7 Favorites | 5% 4 DepMar 4 Entrust Certficate Manage... € | iSupport Desktop .4 MailGate @ | Nortel My CallPilot % Public Site & | Wb Slice Gallery +
@RSA Self-Service Console - Logon | | ﬁ < =[] @ ~ Page ~ Safety -

3

=

B
Self-Service Console

| Confirm your identity |

Confirm your identity by answering the following 3 security questions.

"First phone number you remember {do not indude area/int! codes)”

[ Answer the three security questions
"Full name of your elementary/primary school” and CIiCk LOgOﬂ.

"Mother's birth date (MM/DD/fY)"

| Cancel | Logon E‘

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,

E
1| I B

= [ [ [ | [& Localintranet | Protected Mode: Off ‘- [R10% - 4

/= RSA Self-Service Console - Trouble Logging On - Windows Internet Explorer =] P

m} = |g, https:/farayace 1s. fhib-pgh.net: }‘004j'oonsole-1mj @ Certificate Error |E| |E| |z| I Bing |}J '|

File Edit Vew Favorites Tools Help

/¢ Favorites | e 4 DepMgr % EntrustCertficate Manage... € | ISupport Desktop pod MailGate £ | Nortel My CallPilot 4 Public Site & | Wb Slice Gallery =

@RSA Self-Service Console - Trouble Logging On | | ﬁ - = [ @ ~ Page ~ Safety =

3

-
Logged in as: munsterh | Log Of_l

B
Self-Service Console

“3» Trouble Logging On & Help -

| Trouble Logging On |

Select which credential you are having trouble logging on with:

" Password
© SecurID Token Select the “SecurlD Token" button
and click OK.
ok B

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,

E
1| I B

= [ [ [ | [& Localintranet | Protected Mode: Off ‘- [R10% - 4
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/7 RSA Self-Service Console - Troubleshoot Your Token - Windows Internet Explorer (=]

m} = |g, https:/farayace 1s. fhib-pgh.net: }‘004j'oonsole-1mj @ Certificate Error |E| |E| |z| I Bing |}J '|

File Edit View Favorites Tools Help

< Favorites | <% @ DepMar % - Entrust Certficate Manage... € | iSupport Desktop )4 MailGate & | Nortel My CalPiot @@ Public Site € | Web Slice Gallery =

3

@RSA Self-Service Console - Troubleshoot Your Token | | ﬁ - = [ @ ~ Page ~ Safety =

=
Logged in as: munsterh | Log O

Self-Service Console

== Troubleshoot Your Token [3] Help ~

| Common problems with SecurID tokens... |

Indicate the issue you are experiendng with your token:

 Tokenis permanently lost or damaged Selem: the | forg[)t my PlN bUttOﬂ

o 1 forgot my PIN and C“Ck OK
" Other or not sure

Cancel | 0K EI

Copyright ©2007 - 2010 EMC Corperation. All rights reserved.

v
1| I

= [ [ [ [ [ [ vocalintranet | Protected Mode: Off Y- [Ri0% - 4

/= RSA Self-Service Console - Change Your PIN - Windows Internet Explorer 3=l

m} F |g, https:/farayace 1s. fhib-pgh.net: }‘004}00nso|e-1mj @ Certificate Error |E| |E| |z| I Bing |}J '|

File Edit Miew Favorites Tools Help

<7 Favorites | 52 49 DepMgr % EntrustCertficate Manage... & | iSupport Desktop )4 MailGate & | Nortel My Calilot 4 Public Site & | Wb Slice Gallery =

3

@RSA Self-Service Console - Change Your PIN | | ﬁ - = [ @ ~ Page ~ Safety =

-
Logged in as: munsterh | Log Of_l

B
Self-Service Console

Change Your PIN [ Help -

* Required field

|Changeyuurl']ll |

Enter and confirm your new PIM,

Create New PIN: *

Your PIN must be between 6 and & characters long Enter a new PIN in the two fields
confimnewpm: [ shown and click OK.

Cancel | 0K :I

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,

v
1| I

[pane T [ [ [ [ | [ rocalintranet | Protected Moce: OFf hv [ Emw0w -

December 7 2015
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2 R sel-Service Console~Test Your Token - Windows Internetbxplorer Il
5&; * |g, https://arayace 1s.fhlb-pgh.net: 7004joonso|e-1roj @ Certificate Error |§| |§| |z| I Bing |,Q '|

File Edit View Favorites Tools Help

<7 Favorites | 5% 4 DepMgr 4 Entrust Certficate Manage... € | iSupport Desktop )4 MailGate & | Nortel My Callilot % Public Site & | Web Slice Gallery +

- »
@RSA Self-Service Console - Test Your Token | | & - -~ [ g - Page - Safety -

-
Logged in as: munsterh | Log Of_l

B
Self-Service Console

=+l Test Your Token ] Help -

‘ & You have successfully changed your SecurID PIN

* Requred field The PIN has been successfully reset.
ynanyuuruwmn desired, users can perform a test aut
Run a test authentication with your User ID and token. tion here.
vserm: [
Passcode:

Your passcode is your PIN followed by the code that is currently displayed on your token (the tokencode)

Cancel | Test E‘

Copyright ©2007 - 2010 EMC Corporation. All rights reserved.

-
< | »

Done €4 Local intranet | Protected Mode: OFf 4 v | M100% v
3 4

If
hentica-

Requesting a Replacement Token

To access the self-service console to request a replacement token, click on the “Trouble logging
your token?" link on Bank4Banks.com and follow the steps below:

/7 RS elf-Service Console ~Log on —wWindows Intemet bxplorer 1=
5\2} L |g, https://arayace 1s. fhlb-pgh.net: ?‘004fmnsole-1mj @ Certificate Error |E| |E| |E| I Bing |,O v|

In or using

File Edit View Favorites Tools Help

< Favorites | 5 4 DepMar % Entrust Certficate Manage... | iSupportDesktop )4 MailGate £ | Nortel My CalPiot & Public Site 2 | Web Slice Gallery -

3

|

@RSA Self-Service Console - Log on | | ﬁ - =[] géa ~ Page ~ Safety -

Self-Service Console

Log on is required. If you have forgotten your logon information, contact your help desk or administrator.

Enter your User ID:

Copyright ©2007 - 2010 EMC Corporation. All rights Enter the User |D and CIiCk OK

-
« | B

= T T[T [ R oo oo o (73 - S0 -
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L=
m} = |g, https:/farayace 1s. fhib-pgh.net: }‘004j'oonsole-1mj @ Certificate Error |E| |E| |z| I Bing |}J '|

File Edit Vew Favorites Tools Help

/¢ Favorites | 9% 4 DepMar 4 Entrust Certficate Manage... € | iSupport Desktop .4 MailGate & | Nortel My Callpilot # Public Site & | Wb Slice Gallery ~
@RSA Self-Service Console - Logon | | ﬁ < =[] @ ~ Page ~ Safety -

3

|

B
Self-Service Console

| Confirm your identity |

Confirm your identity by answering the following 3 security questions.

"First phone number you remember {do not indude area/int! codes)”

[ Answer the three security questions
"Full name of your elementary/primary school” and CIiCk LOgOﬂ.

"Mother's birth date (MM/DD/fY)"

| Cancel | Logon E‘

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,

E
1| I B

= [ [ [ | [& Localintranet | Protected Mode: Off ‘- [R10% - 4

/= RSA Self-Service Console - Trouble Logging On - Windows Internet Explorer =] P

m} = |g, https:/farayace 1s. fhib-pgh.net: }‘004j'oonsole-1mj @ Certificate Error |E| |E| |z| I Bing |}J '|

File Edit Vew Favorites Tools Help

/¢ Favorites | e 4 DepMgr % EntrustCertficate Manage... € | ISupport Desktop pod MailGate £ | Nortel My CallPilot 4 Public Site & | Wb Slice Gallery =

@RSA Self-Service Console - Trouble Logging On | | ﬁ - = [ @ ~ Page ~ Safety =

3

-
Logged in as: munsterh | Log Of_l

B
Self-Service Console

“3» Trouble Logging On & Help -

| Trouble Logging On |

Select which credential you are having trouble logging on with:

" Password
© SecurID Token Select the “SecurlD Token" button
and click OK.
ok B

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,

E
1| I B

= [ [ [ | [& Localintranet | Protected Mode: Off ‘- [R10% - 4
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/= RSA Self-Service Console - Troubleshoot Your Token - Windows Internet Explorer =] |
m - |g, https:f/arayace 1s. fhlb-pgh.net: ?004j'oonsole-hoj @ Certificate Error |§| |ﬁ| |£| I Bing |P '|

File Edt View Favorites Tools Help

{; Favorites | {;‘5 ’ DepMar % ° Entrust Certificate Manage... & | iSupport Desktop P:! MailGate &  Mortel My CallPilot ’ Public Site & | Web Slice Gallery +

3

{& RSA Self-Service Console - Troubleshoot Your Token | | ﬁ - | @ ~ Page ~ Safety -

-
Logged in as: munsterh | Log OfJ

B
Self-Service Console

== Troubleshoot Your Token [5] Help ~

| Common problems with SecurlD tokens... |

Indicate the issue you are experiendng with your token:

Select the “Token is permanently lost

 Tokenis permanently lost or damaged )
€ I forgot my PIN or damaged” button and click OK.
" Other or nat sure

Cancel [ ok EI

Copyright ©2007 - 2010 EMC Corporation. All rights reserved.

-
< | E

[pene [ [ [ | [ ocalintranet | Protected Made: Off hv [ mwew - 4

/= RSA Self-Service Console - Report the Damage to Your Token - Windows Internet Explorer =101 x|

m L |g, https:/fgrayace 1s.fhlb-pgh.net: ?004foonso|e-toj @ Certificate Error |E| |E| |z| I Bing |}3 '|

File Edit View Favorites Tools Help

< Favarites |5 4 DepMar % EntrustCertficate Manage... & |iSupport Desktop o4 MailGate £ Nortel My Callilot €@ Publicsite £ | 1=h Slc= Gallery =
| T v B - ) e - Page - Safety -

3

@ RSA Self-Service Console - Report the Damage to You...

N
Logged in as: munsterh | Log Of

B
Self-Service Console

=+l Report the Damage to Your Token (5] Help -

| Report the damage to your token |

Provide a description of how the token is damaged. For example, "The token's display is cracked.”™

- Enter a reason for the replacement
request. Then enter the institution's
= shipping address and click OK.
Shipping Address
Shipping Address: * ;I
El

Provide your complete address.

B e | [ox B =

-
< | »

[pone [ [ [ | [& Localintranet | Protected Mode: Off h v | H100% -
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/= RSA Self-Service Console - Your Request Was Submitted - Windows Internet Explorer

= [=[ 3]

m} L |g, https://grayace 1s.fhlb-pgh.net: ?004}mnsole-1roj @ Certificate Error |E| |E| |z| I Bing

28

File Edit View Favorites Tools Help

¢ Favorites | 5% 4 DepMgr 4 Entrust Certficate Manage... # | iSupport Desktop )4 MailGate # | Nortel My Callilot # Public Site & | Web Slice Gallery +

@ RSA Self-Service Console - Your Request Was Submitted | |

3

f v B - ) = v Page - Safety~

Self-Service Console

-
Logged in as: munsterh | Log Of

v Your Request Was Submitted

[E Help ~

| Replacement Token Confirmation

‘Your Confirmation # is:: 1444908e231e0b0a14a26 2fe 563886 1d
The following steps will take place as your administrator manages your request :

1. Approve Replacement SecurID Token
2. Distribute SecurID Token

It is recommended that you print this page for your records,

Once you receive your confirmation e-mail, you can track your replacement token request status from the Self-Service Console,

The replacement request has been
submitted. Users may now close this
web browser by clicking the X in the top

right-hand corner.

<]

| sf

T [ [ [ [ |6 Localintranet | Protected Mode: Off

a v [ R100% - g

Once the token request has been approved, users will receive an approval email, and the token will be mailed

to the user by

FHLBank.
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Adding Self-Service to an Existing Bank4Banks Account

Users that already have an established Bank4Banks account, but have not set up security questions for the
account, will need to do so in order to use the self-service console. To add security questions to an existing
account, contact the FHLBank Pittsburgh Product Delivery Service Center at 800-288-3400, option 2. The Bank
will then send an email with a link to the security question setup page. After clicking on the link, follow the

steps below:

/= RSA Self-Service Console - Log on - Windows Internet Explorer

g [m]

@—C—; = |g, https:/farayace 1s. fhib-pgh.net: }‘004}00nso|e-1mj @ Certificate Error |E| |§| |z| I Bing

[»]]

File Edit Miew Favorites Tools Help

<7 Favorites | 52 4 DepMgr 4 ' Entrust Certficate Manage... & | iSupport Desktop .4 MailGate & | Nortel My Callilot 4 Public Site & | Web Slice Gallery +

(€ RS Self-Service Console - Log on | |

3

i v~ B - [ o - Page - Safety~

B
Self-Service Console

=

ED toson N

[E Help -

Log on is required. If you have forgotten your logon information, contact your help desk or administrator,

Enter your User ID: |

Enter the User ID and click OK.

OK

Copyright ©2007 - 2010 EMC Corporation. All rights reserved.
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File Edit View Favorites Tools Help

< Favorites | 5% 4 DepMar 4 Entrust Certficate Manage... # | iSupport Desktop .4 MailGate # | Mortel My Callilot & Public Site & | Web Slice Gallery +
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(& R5A Secure Logon

aSecure Logon
ED 1og0n N

Log on with your RSA SecurlD passcode. If you have lost your token, contact your help desk or administrator.

|I_090n |

User ID: munsterh

Passcode: || hatise vald passcode? Enter the current PIN plus the
token code and click Log On.

Cancel | Log ©n E‘

Copyright ©2007 - 2010 EMC Corporation. Al rights reserved,

-
< I E

Done €4 Local intranet | Protected Mode: OFf a v | ® 0% -
s A

/~ RSA Self-Service Console - Sign Up - Your Profile - Windows Internet Explorer 1ol x|

m = |g, https:/fgrayace i=.fhlb-pgh.net: 7004joonso|eselj @ Certificate Error |E| |E| |z| I Bing |,Q '|

File Edit View Favorites Tools Help

< Favorites | 5 @ DepMar % Entrust Certficate Manage... | iSupportDesktop )4 MailGate £ | Nortel My CalPiot & Public Site 2 | Web Slice Gallery -

3

@ RSA Self-Service Console - Sign Up - Your Profile | | ﬁ - = [ @ ~ Page ~ Safety =

-

B
Self-Service Console

D m!_ [E] Help -

| Cancel | Submit Your Request E‘

* Required field

| If you have trouble logging on...

Answer the following 5 security questions.

1 * I'Sheet vou lived on as a teenager (do notindude rd., road, etc.)” ;I

2 - |'Fu|| name of your elementary/primary school™ ;I

—

Answer five security questions. Select any of
the available questions by clicking the drop-

& * I‘First phone number you remember {do not indude area/int! codes)” ;I dOWn arrow. Then C”Ck Sme |t YOUr Request
I—

4 " ["Mother's birth date (MM/DD/YY)" =l
I—

5: " |"Father's birth date (MM/DD/YY)" =1

——

Cancel | Submit Your Request E‘
-
4 | B

pore ’_l_ ’_ ’_ ’_ ’_ €& Local intranet | Protected Mode: OFf %5 - [Rwoow -
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/= RSA Self-Service Console - Welcome back,Herman Munster - Windows Internet Explorer

_1fl x| )
% L 2 |§| htlps:ﬂgrayacels.ll’b-pg1.net:?004;‘cunscleﬁelj @ Certificate Error |E| |E| |Z| IE Bing

File Edit Wew Favorites Tools Help

7 Favorites |$§ # DepMar 7 Entrust Certficate Manage... € | iSupport Desktop ), 4 MailGate £ | Nortel My CalPiot 4§ Public Site & | Veb Slice Gallery »
@RSA Self-Service Console - Welcome back,Herman Mu... | | @ - = [ @ ~ Page ~ Safety = >

o Logged in as: munsterh | Log Of;
Self-Service Console

3 My Self-Service Console Home [ Help -

Welcome back, Herman Munster!

This page allows you to view your user profile and manage your tokens. Depending on your administrator's configuration, certain edits to your account wil
require administrator approval.

‘ & Security Questions Successfully Registered

The security questions have been successfully

completed. Users may now close this browser
My SecurID Tokens My Profile by clicking the X in the upper right-hand corner.
= Update Profile

KEYFOB Last Name: Munster

Token Image: Login ID: munsterh
Password: Create Your Password

& @ l_ﬂ ) Account Created :I‘EIFGIS"FZDB 6:13:42
Group Membership:  External B4 Users
4

[ [ [ [ [ [6tocalintranet | Protected Mode: OFf Ya- [R100% - 4
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Token Care and Maintenance

Each authorized Bank4Banks user and phone wire transfer executor is assigned a unique token, as well as
a unigue User ID. If an unauthorized person learns a user's PIN and obtains his/her token, this person can
assume the authorized user’s identity. Users can protect themselves and the system by always taking the
following precautions:

e Never reveal your PIN. Do not write it down. Do not allow anyone access to the PIN and token code.

e |f someone knows the PIN, notify the Bank. The PIN can be cleared immediately. Users can also use
the self-service console to reset a PIN. During the next Bank4Banks login or wire transfer initiation,
users will be required to use the new PIN. If anyone asks for the PIN, please report this or any other
unusual or suspicious activity to the Bank. We will ask for the token serial number as a method of
authentication.

e Do not disclose the answers to the security questions.

e Secure the token against loss or theft. If the token is missing, notify the Bank immediately. We will
disable it, rendering it useless to unauthorized users. Users can then request a replacement token
through the self-service console.

e Protect the token from physical abuse. Do not immerse it in liquids or expose it to extreme
temperatures.

For questions, contact the Bank’s Product Delivery Service Center:

Toll-free phone 800-288-3400, option 2
Toll-free fax 855-FAX-FHLB (855-329-3452)
Email pd@fhlb-pgh.com

We will make every effort to respond to all inquiries within the same business day.

Bank4Banks is a registered trademark of the Federal Home Loan Bank of Pittsburgh.

Notice: Microsoft, Windows and Internet Explorer are either registered trademarks or trademarks of Microsoft Corporation in the United
States and/or other countries. Adobe and Adobe Reader are registered trademarks of Adobe Systems Incorporated in the United States
and/or other countries.
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601 Grant Street
Pittsburgh, Pennsylvania 15219-4455

800-288-3400

www.fhlb-pgh.com




